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PROCLAMATION No.1072/2018

A PROCLAMATION TO PROVIDE FOR
ELECTRONIC SIGNATURE

WHEREAS,
legal

it has become necessary to create
conducive framework to promote electronic
commerce and electronic government service in the

country;

WHEREAS, it has become necessary to provide legal
recognition to the exchange of electronic messages and
determine the rights and obligations of participating

parties;

WHEREAS, it has become crucial to provide legal
recognition to electronic signature that promote trust in
electronic communication and enable to verify the
identity of participating parties, authentication of

messages and ensure non-repudiation;

NOW, THEREFORE, in accordance with Article 51
(3) and 55 (2) (c) of the Constitution of the Federal
Democratic Republic of Ethiopia, it is hereby proclaimed

as follows:

1261 oM 7o, TS
Negarit G. P.O.Box 80001
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This Proclamation may be cited as the "Electronic
Signature Proclamation No.1072/2018".
2. Definition
In this Proclamation:
1/ “asymmetric cryptosystem” means a system
capable of providing reliable digital signature and

encryption service;

2/ “certificate” means an electronic data which links
public key to the person named in the certificate
and confirms the real identity of that person, and
contains the information listed under Article 33 of

this Proclamation;

3/“certificate provider” means a legal person duly
authorized or recognized to issue certificate and
related service stipulated under Article 22 of this

Proclamation;

4/ “digital signature” means an electronic signature
that uses asymmetric cryptosystem and meets the
following requirements:

a) it is uniquely linked to the signatory;

b)it is capable of identifying the signatory;

c) it is created using a private key that the

signatory has sole control; and

d) it is linked to the electronic message to
which it relates in such a manner that any
subsequent change of the electronic message

or the signature is detectable;

5/“electronic message” means an information

generated, sent, received or stored by electronic
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means;
6/ “clectronic  signature” means information in
electronic form, affixed to or logically associated
with, an electronic message, which may be used to
identify the signatory in relation to the electronic
message and to indicate the signatory’s approval of

the information contained in the electronic message;

7/“encryption” means a process of transforming
electronic message into a form that cannot be read
by a person or machine other than the intended
recipient;

8/“key pair” means a private key and its
corresponding public key in an asymmetric

cryptosystem

9/“person” means a physical or legal person;

10/“private key” means the key used to create a digital
signature

11/“public key” means the key used to verify a digital
signature created using a private key;

12/ “recommended reliance limit” means the

monetary amount recommended for reliance on a

certificate;

13/ “relying party” means a person who acts relying
on the information contained in a certificate or in

the authenticity of digital signature;

14/ “repository” means a system for disclosing,
storing and retrieving certificates or other

information relating to certificates;

15/ “root certificate authority” means a body legally

authorized to perform the power and duties stated
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under Article 10 of this Proclamation;

16/ “signatory” means a person who holds private key
and signs either on his own behalf or on behalf of
the person he represents;

17/ “subscriber” means a person who is the subject

named in a certificate, accepts the authenticity of

the content the certificate and owns a private key
which corresponds to a public key listed in that

certificate;

18/ “time stamp service” means a digitally signed
notation appended to electronic message, digital
signature or certificate indicating the correct date

and time of an action;

19/“valid certificate” means a certificate which has
been issued by a licensed or recognized certificate
provider, accepted by the subscriber, not revoked,

not suspended or not expired;

20/ “algorithm” means a process or set of rules to be

followed in calculations or problem-solving

operations, especially by a computer.
21/ any expression in the masculine gender includes
the feminine.

3. Scope of Application

Unless otherwise provided by other law relating to

electronic message, this Proclamation shall be

applicable to any electronic message exchange.

4. Freedom of Contracting Parties

1/Unless otherwise expressly prohibited by law,
persons may agree to use or not to use electronic
signatures.

2/ Without prejudices to sub article 1 of this article,
whenever the use of electronic signature is
mandatory, the applicable system shall consider

the situations of disabled persons.
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&.0h C1h avd\d £ Aa-PS Odavhm 5. Legal Recognition of Electronic Message
8/ 09 PhANTCELR avA N T NhANTCLN 1/ No electronic message shall be denied legal effect,
a A NaoP s NF mIPYrET 0 LI 44.977 117 validity or admissibility in any legal proceeding,
0L NVIE09° PRCEL 1.1 UGl solely on the ground that it is in electronic form.
TPALYT APeAND-I°i
¢/ MG Fg° 250 M2 AISPD 2/ Where any law requires that information shall be
oY 001100 W e v 180 in writing, such requirement shall be deemed to
ARARTCLh @ah el 0es® hidam have been satisfied if such information is
. rendered or made available in an electronic
AG  (NPme  AT1aeANl 1T avPA PULTA
form and accessible so as to be usable for
Oy R8T AdéLdN hnaeAnt eTafda-
subsequent reference.
Uz A&7 LPmi-Ax
Z. 0\ c AD-PS Qdavh 6. Legal Recognition of Electronic Signatures
8/ MiF o9 ChbhTCLR &LCT MhARTCLR 1/ No electronic signature shall be denied legal effect,
aopnp (et ANF RIPrET 0ld validity or admissibility as evidence in any legal
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proceeding, solely on the ground that it is in

electronic form.

2/Where any law or customary practice requires a
signature of a person or provides consequences for
the absence of a signature, that requirement is
deemed to be satisfied where, reliable electronic

in the light of all the

signature is used

circumstances:

a) that is appropriate for the purpose for which

the data message was generated or

communicated;
b) an entered  between

agreement parties

regarding electronic signature; or

c) considering other conditions such as the
nature, extent, and type of the transaction,
capability of identifying contracting parties,

and the essence of the electronic message.
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7. Legal Presumption
Wt245 TNCKE ADRATOTUNA £4D WHT°T In any civil proceedings involving electronic message
PRARTCLR 40T £LL0T  PhARTCLR signed with a reliable electronic signature, it shall be
@AORT (ITHF @9 PETdAhC FCL LRT presumed, unless the contrary is proved, that:
N7INLE T hddN:-
5/ PhANTCLR &CMar PAANE &.CT RIRUTE 1/ the electronic signature is the signature of the
subscriber;
€/ 8.6 APoP  PAANTCLR  avAdNY 2/ the electronic signature was affixed by that person
ATIEDNP RILELADDIRG with the intention of approving the electronic
message; and
i/ &CM@ AN T AW AT ARARTCLHh 3/ the electronic message and the signature has not
aANE AG LCTID RISATPPLT been altered since the specific point in time to
21003 Ax which the electronic signature was affixed.
208834 LC™Y 8. Digital Signature
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1/ Without prejudice to the provision of sub-article (2)
of Article 6, a digital signature supported by valid
certificate deemed to be reliable electronic
signature.

2/ A digital signature that satisfies sub-article (1) of

this Article shall enjoy the legal presumption

stipulated for reliable electronic signature under

Article 7 of this Proclamation.

PART THREE
ROOT CERTIFICATE AUTHORITY AND
LICENSING

9. Root Certificate Authority
The Information Network Security Agency shall act as

the Root Certificate Authority pursuant to the mandate

given to it in its establishment Proclamation.

10.Power and Duties

Without prejudice to the powers and functions
provided for under this Proclamation, Root Certificate
Authority shall have the following powers and duties:

1/ issue license to certificate providers and monitor

their activities and operations;
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2/ensure the trustworthiness and the overall security of

the crypto system;

3lissue working procedures and standards that

certificate providers shall follow.

11.Requirement of License

1

2/

3/

4/

5/

6/

7/

No person shall operate as a certificate provider
unless that person holds a valid license issued by
Root Certificate Authority.

Any person who wants to engage as certificate
provider may lodge application to the Root
Certificate Authority for the issuance of license by
filling the form prescribed by the Root Certificate
Authority.

The applicant, while lodging application pursuant
to sub-article (2) of this Article, shall accompany
his application with the necessary documents
prescribed in this Proclamation and the regulations
and directives issued in accordance with the
Provisions of this Proclamation and shall pay a
prescribed license fee.

Where the Root Certificate Authority is satisfied
that the application submitted to obtain license is
reliable, adequate and duly made in accordance
with this Proclamation, and meets the requirements
and procedures prescribed in regulations and

directives enacted in accordance with this
Proclamation, it shall grant the license.

The Root Certificate Authority shall provide its
decision within 30 working days after receiving an
application for license and notify to the applicant
in writing.

Where the Root Certificate Authority denies a
license, it shall notify the applicant in writing of its

reasons for denial.

The Root Certificate Authority shall issue a
directive that set eligibility requirements for

certification authorities.



INa¥Is

% bl 1D6F DM krC RGPttt B 47 8AT 990

Federal Negarit Gazette No. 25, 16" February 2018 ....... page 10191

a2 01 e0m V32T
a8/ MY APE AZPa T8 (Z) AL ?1L11a-
LGTCP 4.2 RWH%0ma- “lavhhT PPN
hhA -

V) 20 a4 heez

A) QATERe o0f PATRRav pdgo
w7 oL9°

A) MO7EA P-HLALRNT WPt AT Po7EA
Py hé.Aav N34 PA-HOPar WPy T

HCHC 9°Caved. ALNEATD TlavhhFo-
o-L&P CPTAH

€/ PNV ATPR H00 ATPAR (B) £
ATl m0P PTI LPL PMPAm ANCT
V52 Sk ac-réht AANAN?

192 e@Ma- avavs @ A o0+ LTAA
IfPe e Nav3§ 4L 0T

8/ POACT&ANT ARt 4.2L 00k PULE LT
L A9°Q Gav- LIPS A

&/ MiIT o9 ACTL0T A, PAIANT Hav
NP 4.2 L RIANWCT avam T A LTA9

i/ T o9 ACTLhT Qe P49 L1 180
amad &1 aat E rhJgge e ST
@0P 4T ACTLOL T aAdANTE PHIE®7
PP L LN PR PAF POLAT TavhF 07
NPl MO

0/ Y AIPA 700 AIPR (F) o0l 877
PIZLALN ACTLOT Qs ANLAL O12T7
ALLH NPT QavAnF o HPALT 1T
U@} P42 L NP avd.09° hANT:

&/ PNV ATPAR 00 ATPAR (8) €700 LSCP
ACT&h T amao P4PS% L 0eNPP
4.P87T ATIALA AT AC T AANANT
NoPdt: Aovednt o-mT AC-Talld haeeyr-
AT hFa 11240 Lo RArSANY FEPCE

12.Conditions for Denying License

1/Notwithstanding the provision of sub-article (7) of
Article 11 of this Proclamation, any application
shall be

screening, if the applicant:

rejected, without going into detail
a) is a private individual;
b) is a body corporate not established in Ethiopia;

c) has been convicted of an offence and not

reinstated after completion of the punishment.

2 Without prejudice to sub-article (1) of this Article,
the Root Certificate Authority may prescribe
additional qualification requirements to deny a

license.

13.Validity Period and Renewal of License

1/ The validity period of certification license shall be

five years.

2/No certificate provider shall provide any service on
expired license.

3/ Any licensed certificate provider shall submit an
application to the Root Certificate Authority by
filling the form prescribed for the renewal of
license 60 consecutive working days before the

date of expiry of the license.

4/  Any certificate provider that submits an application
for renewal of license in accordance with sub-
article (3) of this Article shall provide such
necessary documents as may be required and pay
prescribed fee upon approval of the application.

5/ Notwithstanding sub-article (2) of this Article, a
certificate provider whose license has expired may
be entitled to carry on its business as if its license
had not expired upon proof being submitted to the
Root Certificate Authority that the certificate

provider has applied for a renewal of the license
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within the time frame and that such application is
pending for determination.

14.Suspension of Certificate Work

The Root Certificate Authority may suspend the
certificate work fully or partially for a time not

exceeding 6 months in the following conditions:

1/ to examine the occurrence of any of the grounds,
which are stated under sub article (1) of Article 15
of this proclamation that result cancelation of

certificate provider licenses; or

2/when the Root Certificate Authority considers that
the grounds are not suffice to revoke the certificate
provider license but defects are required to be

corrected within a specified time.

3/Root certificate Authority shall notify in writing the
grounds for suspension of certificate work and
measures that Certification Authority has to take to

correct the defects within the time specified.

15. Revocation of a License

1/The Root Certificate Authority may revoke the
license of a certificate provider in any of the

following grounds if :
a) the certificate provider breaches the provisions
of this Proclamation or regulations and

directives issued under this proclamation;

b) it is proved that the license has been given
based on falsified information;

c) the certificate provider performs its duty
contrary to the objective or condition of the
license;

d) the certificate provider is engaged in business
activity and the business license revoked;

e) the license is expired and is not renewed;

f) the certificate provider is wind up or bankrupt;

g) the certificate provider is convicted by court of

law for involving in criminal activity linked to
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i) ACFahT amar 4P hiamar 0AT h) the certificate provider has failed to begin
RIE MPOT 0T 00T ¢ hAEa L operation within three months from the date it
receives a license.

€/ PHY RIPR 100 RIPR (8) £71.90 1SCP 2/ Notwithstanding sub-article (1) of this Article, the
“ T ACTSLL T QAANWAMT 2L navOCH- Root Certificate Authority, as appropriate, may
141 A3LANLALYE ACT4L0T AdnoF NTE request certificate provider to provide its opinion
Thtd e Paée PG 0P dAGCHa- in writing regarding the revocation within 15
ANECPET  NAVUE  ADLePCN  Amed consecutive working days prior to the revocation
e ans of the license.

i/ ACtéht Ao QLY A7PR 700 A7PR 3/1f the certificate provider fails to submit its opinion
(&) 000 UL 18N @OT AdTeP? within the time limit specified under sub-article (2)
NAV6 hadin oL9® edi0a A0e0°T of this Article or if the opinion submitted is
0P NFLLIT 4 ACTLMT QA~AMS dismissed, the Root Certificate Authority shall
@253 ACH 0AV§  ANCTEDT  Qen, revoke the license and notify the same in writing to
eha-Pa the certificate provider.

T, nAawanAd 16. Return of License

Y APE KPR 1& aowldF 4.5 CTaliNT
ACT&0T e, L9 MRTPR TE 700 Ri1PR
(&) avw it i@ COLLeBIN1F 77 Lavalrl
ACT&0T e, 0 T FaJ3-8 errée 5T 00T
P87 AT ACTLhT AANAMNT  avavn
ATz

17.04.2& avdl 0 L9 PACTENT 0FI& o-mt

8/ &F8 CFALHNT “TIF09° ACTHLOhT O,
PACT&NT AT P4PS Addoe RUG
AIRRLND PAP L AT AIANET T1HP°
ATz

&/ Mo eACTEhE 22T eIR0T
ACT&0 1T G, A18%0- Aahya 40 NA150-
o0 P-Fhahdae? T35 09° G avd.o9°

ALTAIx

P/ Y ATPAR 00 ATPA (B) LRI
(| o T ACT4hT AA»~AN7
ACT&LT Qe 262FE7T AT PAA

ATLTA ot PACTLLT e

A certificate provider whose license has been
revoked in accordance with Article 15 or who
submitted notice to terminate his operation within
specific period of time pursuant to sub-article (5) of
Article 18 of this Proclamation shall return the
license for Root Certificate Authority within 10
consecutive working days.

17.Effect of License Revocation or Certificate

Suspension
1/Any certificate provider whose license has been

revoked shall cease its operation while it has

received the license revocation letter.

2/No certificate provider shall be allowed to
perform any of suspended certification works

until the suspension is lifted.

3/ Notwithstanding sub-article (1) of this Article, the
Root Certificate Authority may authorize the
certificate provider in writing to carry on certain

certification works for the purpose of winding up
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o/

its operation.The time limit will be specified in a
directive.

4/Notwithstanding sub-article (1) of this Article, the
revocation of license or suspension of a certificate
shall not affect the validity of any certificate
issued by the certificate provider prior to such

revocation or suspension of a license.

5/Where the Root Certificate Authority revokes a
license or suspends certification work of a
certificate provider in accordance with Article 14
and 15 of this Proclamation, it shall determine by
directive the procedures regarding the transfer of

certificates and related records.

18.Termination of Certificate Service

1/Any certificate provider who wishes to terminate his
certification service shall provide not less than 60
(sixty) consecutive working days notice for Root

Certificate Authority and its subscribers.

2/ A certificate provider who wishes to terminate its
certification service in accordance with sub-article
(1) of this Article shall transfer its subscriber
certificates and related records to another certificate
provider; where it is impossible to transfer its
subscriber’s certificate and related records to other
certificate provider, the certificate provider shall
immediately notify the same in writing to Root
Certificate Authority.

3/Where the Root Certificate Authority receives a
report in accordance with sub-article (2) of this
Article, it shall apply the provisions of sub-article
(5) of Article 17 of this Proclamation.

4/The certificate provider who accepts subscribers
certificates and related records in accordance with
this Article shall be deemed to have issued the

certificates.
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PGl T ACTEAD T AANANT 4. 4) have an effect from the date the Root Certificate
14000 7 0L9° (HY AFTR 700 AFPR Authority receives the license or on the laps of the
(8) @Al ACTEOT dde N17%L0ma- XU date indicated in the written notice the certificate
®aJode 4L eavph-lar 3 hlamSPed 1734 provider submitted in accordance with sub-article
LG A (1) of this Article.
TH.00M4- 4.9 8 19. Lost License
5/ ACTEhT Gam 428 emé0T ALY 1/Where a certificate provider has lost its license, it
P AIROE OL LT A4l ACTED shall immediately notify the same to the Root
Certificate Authority in writing.
AANAN? LV7r NAV-F “Mh0d LTCNT A
g/ AcréhtT oo 9°rTh 498 RT.0me- 2/The certificate provider shall submit an application
ANLAL N12T7 Aeen TMavnhFaor AT for a replacement license accompanied by all
ACT&O T QANANE 9PN ARG ALY documents as may be required by the Root
PavAl 17 PGP avidA9° LG CNI A Certificate Authority together with the prescribed
fee.
A Lo 0C ACHENT ha-dS dAOmT 20. Recognition of Foreign Certificate Provider

8/ N PIC AN Qa0 AA 4.9 oL
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ANN2A €40 N4 ACT4&DT QANANT Ao-PT
AOma- &AM

€/ Y Ri1+ad aowlt ao-dS ClTama Po-opr
U1C ACT&LT Qs P9L0ma+ ACTEOT QNY
APE avw/l- h"Lamae ACT4hT 2C AnA
Ph? o-ml LG LPA

RB. 24T ONTIL LD
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M4 ACT&h T QadADT 01" TIE 09> L
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€/ ¢ ACT&RT AANAMTE PHY ATPR F00
ATPR (B)  £7I% FNEP ATILLY
PILLOTA avavy, ¢ a0t A4
A0S 07V o ACTLNT A 2T LAm-P A=

1/ A foreign certificate provider who has a license or
recognition from appropriate body may be
recognized by Root Certificate Authority so far as
it satisfies recommended reliance limit and
requirements provided under this Proclamation and
regulations and directives issued in accordance
with this Proclamation.

2/ A certificate issued by a recognized foreign

certificate provider in accordance with this sub-

article (1) of this Article shall have the same legal
effect the this

Proclamation.

21.Auditing

1/ The overall operation and safety measures of

as certificates issued by

certificate provider may be audited by the Root

Certificate Authority at any time.

2/ To implement sub-article (1) of this Article, the
Root Certificate Authority shall issue a directive
and notify the same to certificate providers subject

to audit.
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PART FOUR
CERTIFICATE PROVIDERS AND
CERTIFICATION SERVICE

SUB-SECTION ONE
CERTIFICATE PROVIDERS

22. Functions of Certificate provider

Unless otherwise provided any other under law or in
the license, a certificate provider shall issue digital
certificate, provide encryption service, and time stamp

service.

23. Time Stamp Service

1/ Certificate provider may provide a time stamp
service declaration that confirms the correct date
and time of an act to a specific electronic
message, digital signature or authenticity of a
certificate.

2/ Without prejudice sub-article (1) of this Atrticle,
Root Certificate Authority may recognize other
bodies that satisfy the necessary requirements to

provide time stamp service.

3/ Root Certificate Authority shall prepare a detail
requirement and standards needed to be satisfied
in order to provide time stamp service in
accordance with sub- article (1) and (2) of this

Article.

4/ Time stamp service evidence produced in
accordance with sub-article (1) and (2) of this
Article shall be taken as trusted and adequate
evidence.

24. Encryption Service

1/ Any certificate provider may provide encryption
service in accordance with the requirements set

by the Root Certificate Authority.

2/ No certificate provider shall utilize or
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manufacture crypto products that are not

recognized by the Root Certificate Authority.

25. Key Management

1/ Key pairs used to create and verify digital
signature shall not be used to encrypt and decrypt

electronic messages.

2/ No certificate provider shall retain or hold copy of

private key used to sign digital signature.

3/ Without prejudice sub-article (2) of this Article,
any certificate provider shall retain the copy of
subscribers’ encryption key or shall have key

recovery system.

4/ An encryption key retained in accordance with

sub-article (3) of this Article may be disclosed only
if requested by:

a) subscriber or authorized agent; or

b) appropriate authorities with judicial warrant

obtained pursuant to relevant legal procedures.

26. Use of Trustworthy System

1/Any certificate shall have the

responsibility to use secured and trustworthy

provider

systems and products at all times when it provides

its service.

2/ Any certificate provider shall notify the Root
Certificate Authority prior to any changes or
modifications to software and hardware products

or procedures related to its services.

3/ The details on secured and trustworthy systems
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and products stated on sub-article (1) of this
Article shall be prescribed on regulation and
directives to be issued in accordance with this
Proclamation.

27. Reliable Financial Capacity

shall

financial capacity in order to conduct its function and

Any certificate provider have sufficient
to cover any liabilities; and details shall be prescribed

on regulation and directives to be issued in

accordance with this Proclamation.

28. Publication

1/Any certificate provider shall have the obligation
to:
a) publish or make public its own certificate,
policy,
statement, terms and conditions and any other

certificate certificate  practice
information related to the service it provides

or any modifications made thereof;

b) notify persons who will or might suffer
damage due to the revoked or suspended
certificate in accordance with the procedures
provided in the certificate practice statement;

and

¢) notify in accordance with the procedures
provided in the certificate practice statement
to persons who will or might suffer damage
regarding incident that expose the certificate
to danger or compromise the integrity of the

system.

2/ Any certificate provider shall establish easily

accessible repository system for disclosing

information stated in this Proclamation to the

public.
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3/Without prejudice to sub-article (1) and (2) of this
Article, Root Certificate Authority may recognize
other bodies that satisfy requirements set forth
under a regulation and directives issued in
accordance with this Proclamation to provide

repository service.

29. Custody of Information and Data Protection

1/ Any certificate provider shall keep custody of any

information related to certificate issuance,
suspension, revocation or related services for 2

years.

2/Unless otherwise clearly expressed, each certificate
shall

confidential.

provider keep personal information

30. Delegation of Functions

Any Certificate Authority may delegate its functions

in relation to registration of subscribers;

identification of prospect subscriber’s identity and
ensuring the authenticity and appropriateness of
information to  document  registration and
authentication bodies.

SUB -SECTION TWO

CERTIFICATION SERVICE

31. Application for Certificate

1/ Any person may apply to acquire certificate upon
this
Proclamation and regulation and directives issued

satisfying requirements provided under
in accordance with this Proclamation and detailed

terms and conditions set by the certificate provider.

2/ Certificate provider shall provide certificate after

examining and ensuring that the required

conditions provided under sub-article (1) of this
Article are satisfied and appropriate service fees

approved by the Root Certificate Authority are
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paid for its service.

32. Pre-requisites to Provide Certificate

1/ Certificate provider may issue certificate for
applicants in accordance with sub-article (2) of
Article 31 of this Proclamation only when it

verifies the following preconditions are met:

a) the applicant is the person to be named in the
certificate;

b) if the applicant is acting as an agent that he is
duly authorized to have the custody of the
subscriber’s private key and to request

issuance of a certificate;

¢) the information to be contained in the
certificate is accurate and adequate;

d) d) the applicant owned private key which
corresponds with public key to be listed in
the certificate; and

e) the corresponding public key to be listed in

the certificate is capable to verify the digital
signature created by the applicant private

key.

2/ The preconditions of sub-article (I) of this Article
shall not be waived or renounced by the
certificate provider, the subscriber, or by the

agreement of both.

33. Contents of Certificate

1/ Any certificate shall at least contain the following
information:
a) name and address of subscriber;
b) personal information or other specific
attributes of the subscriber;
c) public key which corresponds to the private

key of the subscriber;

d) the digital signature of the certificate provider;

e) the certificate identification code,
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f) the type of algorism used;
g) the validity period of the certificate;

h) the name and address of the certificate provider
and other information that verify the certificate
provider;

i) recommended reliance limits of the certificate;

and

j) the type of transactions the certificate can be

used.
2/ Without prejudice to sub-article (1) of this Article,
the Root Certificate Authority may determine in
directive additional information to be included in

the certificate.

34.Request _for Revocation _or _Suspension _of

Certificate
1/ Any subscriber or his duly authorized agent may
request the certificate provider for the revocation

or suspension of a certificate at any times.

2/Certificate provider shall suspend or revoke the
certificate within 48 hours after it verifies the
person that requested in accordance with sub-
article (1) of this Article is the subscriber named

in the certificate or a person duly authorized.

35.Suspension and Revocation of Certificate without

Subscriber Consent

1/ Certificate provider may revoke a certificate

without requesting subscriber’s consent where:

a)a material fact represented in the certificate is
false;

b)the certificate was issued without complying
with the prerequisites of certificate practice

statement;

c) the private key of certificate provider or
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the trustworthiness of the system is
compromised in a manner affecting the
certificate's reliability;
d) it is proved through certificate or other
document the death or dissolution of the
subscriber;
e) the subscriber fails to perform obligations
laid down by law or contract; or
the subscriber lacks capability for any

other reasons.

2/ The certificate provider may suspend for not more
than six months the subscriber’s certificate in order
to investigate the presence of any of the grounds

provided under sub article (1) of this Article.

3/ Where the certificate provider fails to take
measures on the grounds provided under sub-
article (1) of this Article and that the situation
exposes for damage relying parties, the Root
Certificate Authority may order the certificate

provider to suspend or revoke the certificate.

36.Notification of Suspended or Revoked Certificate

1/ Where a certificate provider suspends or revokes

the certificate in accordance with this

Proclamation, it shall immediately notify the
subscriber and describe its reason as prescribed in

the certificate practice statement.

2/ Where the certificate of a subscriber is suspended
this the

certificate provider shall clearly specify the

in accordance with Proclamation,

duration of the suspension.

37. Publication of Certificate

1/ Any certificate provider shall make public a copy
of a certificate it issued, suspended or revoked in

the repository specified in the certificate.
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2/ The certificate provider may not make public a
certificate not accepted by the subscriber or where
it has already made public the certificate that the
subscriber does not accept in accordance with
Article 46 of this Proclamation, it shall remove its
publicity forthwith.

38. Effect of Suspension and Revocation of Certificate

1/ No subscriber shall use a suspended or revoked

certificate.

2/ The suspension of a certificate does not exempt
subscriber from its obligation provided under

Article 47 of this Proclamation.

3/ If a revoked certificate is made public in
accordance with Article 37 (1) of this
Proclamation or if 48 hours is lapsed after the
subscriber requests for revocation of a
certificate, the subscriber shall be exempted
from the obligations stipulated under Article

46(2) and Article 47 of this Proclamation.

39. Withdrawal of Suspension

A certificate provider shall withdraw the suspension

of a certificate under the following grounds if:

1/ the subscriber or his agent requests for the

withdrawal of the suspension

2/ it is proved that the person who requested the
suspension was not duly authorized;
3/ it is proved that the ground for the suspension of

certificate is solved.

SUB-SECTION THREE

LIABILITY AND OBLIGATION OF
CERTIFICATE PROVIDER

40. Provision of Warranty

shall

warranty to its subscriber and relying

1/ A certificate provider provide

parties on the following matters:
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certificate provider;

A) ACT&OE LY APES (APE avw/ | b) the certificate is given in compliance
Nom L7I0FG avav e (1-1Pavm. with the requirements set by this
a0 .CHT  N9.m@m9® avpl  PFOAM Proclamation and regulations and
NA@PLT AG directives  enacted under  this

Proclamation;

Ah)ACTEMET AgPOm T av-d 22 ANT LAo- c) the certificate provider is duly
T Uy authorized to issue the certificate.

&€/ Py  AIPX  ih0 ATPR (B) L1 2/Without prejudice sub-article (1) of this
A7 TN S 77T o ACTLLT G, Article, the certificate provider shall give a
PAm@ ACTE&DT P0F AT (-MIA L FPALTT warranty to relaying parties that the
17 naerr NGk AL A% T7av) G- certificate is valid and accepted by the
@y e en, LAMA subscriber.

i/ ACT&LT dena+ LY AIPR Fhdl WIPR (5) 3/ Certificate provider shall not exempt itself
AG 00 AIPR (8) AL PERITITT DALY from or limit the responsibilities provided
A FE@g® ol bé e oLd® av1el under sub-article (1) and (2) of this Article.
ALTAT:

358 Q a 41. Notification of Terms and Conditions
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1/ Prior to entering an agreement the certificate
shall

standardized and explicit manner, the terms and

provider notify its subscribers, in a

conditions regarding certificate service.

2/ Any certificate provider shall prepare rate of fee it
charges for the service it provides and get approval
of the Root Certificate Authority and notify to
subscribers in advance.

42. Stipulation of Reliance Limit

1/Any certificate shall  specify a

recommended reliance limit in the certificate it

provider

issued.
2/A certificate provider, as appropriate, may specify

different reliance limit in different certificates.
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43.Liability of Certificate Providers

1/Without prejudice to other liabilities provided by

contract or by law, any certificate provider who
this
Proclamation shall be liable for the damage

fails to meet its obligations under
sustained by subscribers, relying parties or any

other person.

2/ Notwithstanding sub-article (1) of this Article, a
certificate provider shall not be liable for any loss
materialized  due reliance the

to beyond

recommended reliance limit.

SUB-SECTION FOUR
OBLIGATIONS OF SUBSCRIBERS AND
RELYING PARTIES

44, General Provision

Without prejudice to obligations provided by law or
in contractual agreement, a subscriber or relying
party shall be liable for failure to carry out any of the
obligations stipulated under Article 45 to 49 of this

Proclamation.

45. Obligation to Provide Accurate Information

Any applicant shall provide accurate and adequate

information at the time of application.

46. Acceptance of Certificate

1/ Any subscriber shall be deemed to have accepted a
certificate where he:

a) discloses or allows publicity of certificate;

b) demonstrates approval of the certificate while

knowing or having notice of its contents.

2/0n accepting a certificate in accordance with sub-

article (1) of this Article, a subscriber verifies to
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48. Obligation to Request Suspension or Revocation of

Certificate

Without prejudice to sub-article (1) of Article 34 of
shall

obligation to request a suspension or revocation of a

this Proclamation, any subscriber have

certificate forthwith when it knows or have
adequate suspicion that the security of the private

key is compromised.

49.0bligations of Relying Parties

Any relying party has the obligation to:

1/ follow explicit certificate verification procedures;

2/ rely only on a recommended reliance limit and

transaction type expressly stated in the certificate;

3/ follow procedures to verify the authenticity,
ensure whether the certificate is suspended,

revoked or otherwise, or similar recent status of
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1/ Any subscriber or relying party may submit his
complaint to the Root Certificate Authority in
writing, within 30 working days after the

provision of the service, for any administrative

grievance regarding certificate works and

services. Particulars shall be determined on a

directive issued by the Root Certificate Authority.

2/ After receiving the complaint in accordance with
sub-article (2) of this Article, the Root Certificate
Authority shall give appropriate decision on the

matter within 30 working days.

3/ Anybody who is not satisfied with the decisions
of the Root Certificate Authority may appeal to

the Federal High Court.
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2/

3/

4/

5/

6/

Any person who operates as a certificate provider
without having a valid license issued by Root
Certificate Authority shall be punishable with a
fine from Birr 100,000 to Birr 200,000 (one
hundred thousand Birr to two hundred thousand)
Birr.

Any person who operates as a certificate provider
with a revoked or expired license shall be
punishable with a fine from Birr 100,000 to Birr
200,000( one hundred thousand Birr to two

hundred thousand) Birr.

Any certificate provider who provides prohibited
certification work during suspension period of the
license shall be punishable with a fine from Birr
50,000 to Birr 150,000 (fifty thousand to one
hundred fifty thousand) Birr

Any certificate provider who utilizes or

manufactures crypto products that are not
recognized by the Root Certificate Authority shall
be punishable with a fine from Birr 50,000 to Birr
150,000(fifty thousand to one hundred fifty
thousand) Birr.

Any person who uses digital signature creation
and verification key pairs to encrypt and decrypt
electronic messages or any certificate provider
who retains or holds copy of private key used to
sign digital signature shall be punishable with a
fine from Birr 40,000 to Birr 100,000(fourty

thousand to one hundred thousand) Birr.

Any certificate provider who fails to keep custody
of the information related to certificate issuance,
suspension, revocation or related services for two
years shall be punishable with a fine from Birr
50,000 to Birr 150,000 (fifty thousand birr to
one hundred and fifty thousand ) Birr.
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7/ A subscriber who uses suspended or revoked
certificate shall be punishable with a fine from
Birr 20,000 to Birr 50,000(twenty thousand Birr
to fify thousand) Birr.

8/ A subscriber who provides inaccurate information
in its application to obtain certificate shall be
punishable with a fine from Birr 20,000 to Birr
50,000 (twenty thousand to fify thousand) Birr.

53. Inapplicable laws

Any Proclamation, regulations, directive or working
practice which is inconsistent with the provisions of
this Proclamation shall be inapplicable with regard to

matters covered under this Proclamation.

54, Effective Date
This Proclamation shall enter into force as of the date
of publication.

Done at Addis Ababa, this 16 ™ day of February ,2018

MULATU TESHOME (DR.)

PRESIDENT OF THE FEDERAL DEMOCRATIC
REPUBLIC OF ETHIOPIA
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