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PROCLAMATION No. 761/2012.
A PROCLAMATION ON TELECOM FRAUD OFFENCE

WHEREAS, considering that telecom fraud
is increasing and wide-spreading from time to time
thereby encumbering the telecom industry to play an
essential role in the implementation of peace,
democratization and development programs of the
country;

WHEREAS, recognizing that telecom fraud is
a serious threat to the national security beyond
economic losses;

WHEREAS, it has became imperative to
legislate adequate legal provisions since the laws
presently in force in the country are not sufficient to
prevent and control telecom fraud,;

NOW, THEREFORE, in accordance with Article
55(1) of the Constitution of the Federal Democratic
Republic of Ethiopia, it is hereby proclaimed as follows:
PART ONE
GENERAL
1. Short Title

This Proclamation may be cited as the “Telecom
Fraud Offence Proclamation No. 761/2012”.



S

ENERAL  4ufuled 1267F DM &7C FH 1chiy Rl +7 €00 997

Federal Negarit Gazeta No.61 4" September 2012 .....page 6548

€

TG

LA AN AA TCTIC PULLAM® hAPY
an-++C QY APE @O0 T:-

“Ctahge WA TN ebhhee
TIHLLDT  WINTATE AWAAC  TPILA
AIN TN CATTCT AWINDNT
PATALT AT AININTE P8
hoo hli7 AN INFE OEA OWTIC
MAT @890 LA WA
PAIPAPN 0LI° PO PLLE hINTINT T
PAT WA Pl HCOZS TS
N7 CEADI® TILLPT +hAG TS Né-F
Natirtén oe9° N tC “17vtn D8N
A% ODAR 0T NLLeT NAFASTT
NAT-EIA  420C L9 AN AT
NYptn 0B9° TISTO-9° AN NAT £9°0F
ANt AU ®L9° AN Y0l
LI avbA ASU-I TLinké PbAhI®
a0t ANA POLONST @7 POLanICC
AP7 eNCLETTS CATHCHI® 1797
hLEICCYI®

b/

Q)

/ LA oAl TINT ALANI® WINTNT
PPA @LI° AN PFL TTI5FMI° avdlf
w7 CavAs LM} 1N, FuTaWan
NCTRCT LEALI°LA

‘b O WA CIAE PUIC @0 T
ekah9e  LCE T Afod@  PAA UIC
eEAhg°  SCE Te P77 A% APe
V7R oomedc @LI° G090 G¢e PhAR
TELOTFT  PUIC 0T Moo (P77
N249° 9+a CEkhAhoo-Lhii? vNLT hAOA
TNAD P9I OFAINDINATF79° LeI°l-A\ i

o/ “CUPLECT TN Pov1SES ATECORNT
T s TL0EC ot

&l P hAh  AIATNT 6D, SCE AT
ate-thh9® @e9  PEAN®  ATADNF
AT8ONT 4P CTOAMO °TIED9° AA G0~
- :

I AN It Rl AN @gY°

AU @ PRAAN 7TAN 10
Z/ RN TN MATERE bololAP STNEO.LP

TN h1 oo¥INT Ao ()
PravAht@ T @9° AN AT PhSN
annG  PLLHSP T ANTBRCTIC

LI 6\

2.

Definitions

In this Proclamation, unless the context otherwise
requires:

1/ “‘telecom service” means public switched
telecom service, cellular mobile service,
internet service, satellite telephone service, data
communication service, telecom-centers or
resale service, mobile or fixed private radio
service, very small aperture terminal (VSAT)
service, cable installation and maintenance
service, telecom switches installation and
maintenance service, the transmission or
reception through the agency of electricity or
electromagnetism of any sounds, signs, signals,
writing, images or intelligence of any nature by
wire, radio, optical fiber, satellite or other
electromagnetic systems or any other service
designated as telecom service by the Ministry;
and may not include broadcasting service and
intercom connection;

2/ <“‘telecom equipment” means any apparatus
used or intended to be used for telecom service,
and includes its accessory and software;

3/ ““call-back service” means the use of dial tone
of a foreign telecom operator for international
connection without the knowledge of the
domestic telecom operator or fraudulently
making international calls in to apparent
domestic calls and shall include services that
are identified as call-back by the International
Telecommunication Union;

4/  ““Ministry”  means the  Ministry  of
Communication and Information Technology;

5/ “‘telecom service provider” means the Ethio-
Telecom or any other person authorized to
provide telecom service;

6/ “‘police” means the Federal Police or, as the
case may be, regional state police;

7/ “‘regional state” means any state referred to in
Article 47 (1) of the Constitutional of the
Federal Democratic Republic of Ethiopia and
includes the Addis Ababa and Dire Dawa city
administrations;
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8/ “‘person” means a physical or juridical person;

9/  any expression in the masculine gender includes
the feminine.

PART TWO
TELECOM FRAUD OFFENCES

Offences Related to Telecom Equipments

1/ Without prejudice to the provision of sub-article
(3) of this Article, whosoever manufactures,
assembles, imports or offers for sale any telecom
equipment without obtaining prior permit from
the Ministry commits an offence and shall be
punishable with rigorous imprisonment from 10
to 15 years and with fine from Birr 100,000 to
Birr 150,000.

2/ Without prejudice to the provision of sub-
article (3) of this Article, whosoever uses or
holds any telecom equipment without
obtaining prior permit from the Ministry
commits an offence and shall be punishable
with rigorous imprisonment from 1 to 4 years
and with fine from Birr 10,000 to Birr 40,000.

3/ The Ministry shall, in consultation with
concerned bodies, prescribe types of telecom
equipment the manufacturing, assembling,
importation, sale or the use of which may not
require permits, and set their technical standards.

Offences Related to the Provision of Telecom Service

Whosoever provides telecom service without having a
valid license issued in accordance with the
appropriate laws commits an offence and shall be
punishable with rigorous imprisonment from 7 to 15
years and with fine equal to three times the revenue
estimated to have been earned by the person during
the period of time he provided the service.

Offences Related to Interception and Access

Whosoever without the authorization of the
service provider or lawful user, or any other
competent authority:

1/ obstructs or interferes with any telecom network,
service or system;
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2/ intercepts or illegally obtains access to any
telecom system: or

3/ intercepts, alters, destroys or otherwise damages
the contents of telephone calls, data,
identification code or any other personal
information of subscribers;

commits an offence and shall be punishable with
rigorous imprisonment from 10 to 15 years and with
fine from Birr 100,000 to Birr 150,000.

UsingTelecom Service for lllegal Purpose

Whosoever:

1/ uses or causes the use of any telecom network
or apparatus to disseminate any terrorizing
message connected with a crime punishable
under the Anti-Terrorism Proclamation No.
652/2009, or obscene message punishable
under the Criminal Code; or

2/ uses or causes the use of the telecom service or
infrastructure provided by the telecom service
provider for illegal purpose;

commits an offence and shall be punishable with rigorous
imprisonment from 3 to 8 years and with fine from Birr
30,000 to Birr 80,000.

Offence Related to Fraud of Service Charge

Whosoever:

1/ fraudulently obtains telecom service without
payment of a lawful charge thereof; or

2/ obtains telecom service by means of
fraudulent payment charged to another person;

commits an offence and shall be punishable with
rigorous imprisonment from 5 to 10 years and with
fine equal to three times the charge estimated to
have been avoided by the act.
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8.

9.

Offences Related to Call-Back Service

1/ Whosoever provides call-back service
commits an offence and shall be punishable
with rigorous imprisonment from 5 to 10 years
and with fine equal to five times the revenue
estimated to have been earned by the person
during the period of time he provided the call-
back service.

2/ Whosoever intentionally or by negligence
obtains any call-back service shall be
punishable with imprisonment from 3 months
to 2 years and with fine from Birr 2,500 to
Birr 20,000.

Offences Related to Illegal Telecom Operators

1/ Whosoever:

a) establishes any telecom infrastructure
other than the telecom infrastructure
established by the telecom service
provider; or

b) bypasses the telecom infrastructure
established by the telecom service

provider and provides any domestic or
international telecom service;

commits an offence and shall be punishable
with rigorous imprisonment from 10 to 20
years and with fine equal to ten times the
revenue estimated to have been earned by him
during the period of time he provided the
service.

2/ Whosoever intentionally or by negligence
obtains any telecom service from an illegal
operator stipulated under sub-article (1) of this
Article commits an offence and shall be
punishable with imprisonment from 3 months
to 2 years and with fine from Birr 2,500 to
Birr 20,000.

10. Other Offences

1/ Whosoever illegally manipulates or duplicates
SIM cards, credit cards, subscriber
identification numbers or data or sales or
otherwise distributes illegally duplicated SIM
cards, credit cards, subscriber identification
numbers or data commits an offence and shall
be punishable with rigorous imprisonment
from 10 to 15 years and with fine from Birr
100,000 to Birr 150,000.



boLolrD 12T DM kPC XD b0 Fi 7 800 9.9

Federal Negarit Gazeta No.61 4" September 2012 .....page 6552

T

o

T

e

& 1E o9 (-

U/ 15 @39° alyt avddf hvHAN EAE7
IC NS 0L9° ‘15 DI9°  AA

a1 loomed® OUHN EAET
A%k Nao 205 Us [WE
COICTFNT AN PTT AR
me9°

A/ etact  @@9 oL PRI
ON2°2°F N99PLNT AN A@- PO
aof  heT  Noom+9®  ®LI° A
MEDI° CNLNL ao¥1e PhADhY®
AN TMPol, PP 0L ANT
Ar8.mebao- £LL1 AILPYE

NO7EN T44+5 P§ hii Adh E Yoo

N°.LCH O'r AN AS NG dif. Adh NC

. N9LLCHh aode> G PpMA::

F/ A rHCo 7 Noomed® AR T¢ @@9° P4.50n
AN PULAT 19 (W@ N@TEA
T4AE S hii abh £ G N99.2CH o'
AN TS ALTY 2TAAN FNAe PoLav @
M, A0 ATE POLYPT gode™ Gpal::

0/ T1E®9° Q@ AN ®L9° VTAHTIE (R

A¥PR 100 AR (F)  OtavAnto-d
WA PTT ATEPT NOTEAN  T4otE
PSe hii oC Adh & %oot (91.CH ANGT
AS NG EAZLE Adh NC AR, N99.LCH

oo BN

0ch? POt oot OtOma@ shd £72.4.09°
A7EN

MY APE Ctovdnd7 £190PF (oo HAAG
?979.4.09° 15 ®9° O7EN Oh7? PO@1T ool
Ntam@- A PHéBar ATLPT  ADTEA-
P91 aode™ NANC 0N 14971 LPGA::

At hdavarih

SCL 0 MY APE oo0lT OT4AEF AL
PN Ao0T OTEAT AGvLATS NTPI° AL
PPA V@I AN ovv1le oo ¥t
AT8.mLO 0T8T PHA:

2/ Whosoever:

a/ by connecting any equipment to a public
pay telephone or by using any other
means obtains services which are not
normally available through the public
pay telephone; or

b/ obtains or causes others to obtain telecom
service from the telecom service provider
by presenting false or forged service
agreement or by fraudulently using the
identity code of another person or by
using any other fraudulent means;

commits an offence and shall be punishable
with rigorous imprisonment from 3 to 8 years
and with fine from Birr 30,000 to Birr 80,000.

3/ Whosoever provides telephone call or fax
services through the internet commits an
offence and shall be punishable with
rigorous imprisonment from 3 to 8 years
and with fine equal to five times the
revenue estimated to have been earned by
him during the period of time he provided
the service.

4/ Whosoever intentionally or by negligence
obtains the service stipulated under sub-
article (3) of this Article commits an
offence and shall be punishable with
imprisonment from 3 months to 2 years and
with fine from Birr 2,500 to Birr 20,000.

11. Offence Committed by Juridical Person

Where any juridical person commits an offence
stipulated under this Proclamation, it shall be
punishable with a fine the amount of which shall
be equal to ten times the fine stipulated for the
offence.

12. Confiscation of Property

The court, in deciding the penalty of an offender
under this Proclamation, shall give additional order
for the confiscaton of any telecom equipment used
in the perpetration of the offence.
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¥ A In order to prevent, investigate and control telecom
AgeanCoeCh AoeEAMC  h7i.ovAn - To- fraud offence a national technical task force
Cr@MN ANdué-B Bt ML 1eA LRETIN:: comprising members drawn from the concerned
16 0N PUULLT ACNE bodies shall be established.
14. Covert Search
7’00 PEAhT  T1RNCNC @7EAN Ph4.Bav Poll - i i f .
. . . olice may request the court in writing for cover
WISPY OLI ALOP WILTUTA 0L SRILT search warrant where a telecom fraud offence has
Lot DY NENP $U1LLT CNCOSL TN hRCE been committed or where he has reasonable ground
M- A7%0M@ MOU-G 4LPL AMLP LTAA: that a telecom fraud is likely to be committed.
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15. Admissibility of Evidence
MOFEAT oo 29 OCAT V5 A0 Without prejudice to the admissibility of other
W0 Allr\?l“a)- VI aowld OO Ao evidences to be produced in accordance with the
TNCEPT APARIFTO- AL T Criminal Procedure Code and other relevant laws,
Polivta-t CINCELT 0EADIS TIRNCNC the following shall be admissible in court in
1ok S TN o S | K7 S | T T VACH T/ AN A T T AR L relation to telecom fraud offences:
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5/ SEIA OLI° ChrTCLAN TINLEDT : 1/ digital or electronic evidences;
€ MAd LI MDA PTT TINCEDT: WG 2/ ewdepces .gathered through interception or
surveillance; and
/0@ v1C U7 A0DAG AhAT 0rhRLT 3/ information obtained through interception
MA4G ¢+TT CINLEPT conducted by foreign law enforcement bodies.
1Z. 28911 220M7% 16. Jurisdiction
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OIEAT Navfavse 208 Pavil A jurlsdlct!on over te_lecom fraud offences provided
under this Proclamation.
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TZ. OF0¢S TAATLT PMRS LT WIT 17. Repealed and Inapplicable Laws
&8/ CEAhaoLn 07 APE  RTC  FH/THETD 1/ Sub- article (1), (2) and (3) of Article 25 of the
(NAPE  £PC  EFirs/THFI0  A7L100A) Telecommunication Proclz_imation No. 49/1996
WIPR RE 00 ARPR (B) (B) aS (F) f]a;sreabmerr;dzilsél Proclamation No. 281/2002) are
LY APE +THLPA:: yrepeated
€/ PHVUT APE £701PTF 99477 TISTFO-9° 2/ No law or customarypractices shall, in so far as it
V2 029" Pand-C A1 ONHY APE is inconsistent with this Proclamation, be
eIAL 18P N9avAn Tt 149914 apzlic?rt])!epwitr: res;tj_ect to matters provided for
N LG under this Proclamation.
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POLLNTCT 9°nC 0 BUT APE ATINLO°
PILLNLAT LN ALDM TAA::

18. Power to Issue Regulation

The Council of Ministers may issue regulation
necessary for the implementation of this Proclamation.
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19. Effective Date

This Proclamation shall come into force on the date of
publication in the Federal Negarit Gazeta.

Done at Addis Ababa, this 4™ day of September, 2012.
GIRMA WOLDEGIORGIS

PRESIDENT OF THE FEDERAL
DEMOCRATIC REPUBLIC OF ETHIOPIA



