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AND PROTECTION COUNCIL OF
MINISTER REGULATION
WHEREAS, a failure to establish a

system to classify and protect government

classified information has posed a negative

impact on national security and interests;

WHEREAS, it has become necessary to
establish a system that enable to classify, to
determine the level and timely to update the

government secret informations;

WHEREAS, it has become necessary to
protect government classified information from
being illegally disclosed, destroyed, damaged,

altered and transmitted;
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WHEREAS, ithas become necessary to
establish a clear, uniform and accountable
system that enable the classification and
protection of government
classified information of the country;

The Council

Regulation in accordance with Article 28(1) of

of Ministers issued this
the National Intelligence and Security Service
Proclamation No. 804/2013 and Article 37(2)
of the Freedom of Media and Information
Proclamation No. 590/2008.

SECTION ONE

GENERAL

1. Short Title
This Regulation may be cited as “Government

Secret  Information  Classification  and

Protection Regulation No 539/2023”.
2. Definition

Unless the context requires otherwise, in this
Regulation:

1/ "Information" includes information or
material resources created by any person,

at any time, in any form written, recorded,
drawn, painted, printed, photographed,

videotaped, electronically recorded or

transmitted orally in any form,

measurement; system;

2/ "Electronic Record" means a record
created by electronic means and stored,
transmitted and used in magnetic, optical,
digital or electronic form by computer or

similar technologies;
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3/ ""National Security' means protecting and
defending Ethiopian citizens and territorial

unity, peace and stability from any threats;

4/ "Information Classification" means the
classification of classified information

and includes level of classification;

5/ ' Declassification of Information" means

the  declassification of classified
information;
6/ ' Reclassification of  Information"

means changing the level of classified
information;
7/ "Information Protection” means
providing physical, personal and cyber
classified

security  protection  for

information  from  being illegally
disclosed, destroyed, damaged, altered
and transmitted,

8/ ""Physical Security' means a system of
protection against any natural or man-

made damage to classified information;

9/ "'Security Clearance' means a process
of inquiry and verification into an
individual’s loyalty, character,
trustworthiness and reliability to ensure
that he is eligible for the position he is
to be nominated or for the post he is to
be assigned;

10/ "Cyber Security" means a measure to
protect the confidentiality, integrity,
and  accessibility of classified

information against any kind of cyber-

attack;
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158/ “Choo-g 07 RY7T 10T Al 11/ "Communications Security" means a
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P @A PhANTCLAN aovll PP electronic devices, applications and
N PLPT ARG CUVTFYT ACSTT7 communication systems used for the
LTl ATVLDNT P00 ACYCE DT exchange of government classified
STt information;

18/ "Nav1or L% TILLT" "I0T Ctovf7 12/ “Unauthorized Disclosure” means a
ol ANTLPLANT A (177F o9 transfer of classified information by
a’pP1€: T0HAAG ok any means to an unauthorized

person;

IF/ “Cav 3ot KON “I0T 14.8.4-00 @ L9° 13/"Government Body" means a
NAAAN ) aow/lqf PRk o government office established by the
P 3ot ao ol @ (L et Federal or State Legislation;

10/ “Cavy )t hha 2447 At 14/ ""Head of the Government Body"
Pavr o AT (NALTT  R7%.00¢- means a person entrusted with the
AT R7L.P0M4ALC DALY POma- responsibility to lead and manage a
Ao o government body;

IZ/ "R C0T APE drC 15/*Service”” means the National
EgoR0E  etrRRov PNhP wlES Intelligence and Security Service
LUTTT RIAICT To-: established pursuant to

Proclamation No 804/2013;

1%/ “0@” 70T CTLPC G- @9 (1h7? 16/ "Person” means any natural or
Pam-1 T ool P HAm@- AhA o juridical person;

17/ 5o (7L 23 P00 POT79° 17/ Any expression in the masculine
el JAc gender includes the feminine.

t. P14.971t 007 3. Scope of Application
LU L70 NovA pPlél:  avlB 9°L0G NP This Regulation shall be applicable to any

WFavprt 0735 @9° Ao- AL 14999, person  regarding  classification  and

LUSA: protection of information throughout the

country.




1% bRl 1 DT DM RPC GE RV B P EOTE 990

Federal Negarit Gazette No. 35, 6t September, 2023 ....page 14888

heA vat
PUNTLP omlBEPTF  9°L0 RS TN

9. ovldB7 Qhavav Al
8/ TIF 090 awlE ANhi P LVTITT P97

AovmlP ANLAL T AT (01°2078RrT
Lavf A\ =
gny  Krbo 100 Ribo  (B) oowll
PorLlNm RN ATRANNNTE  hovlBo-

OTen"7¢ anldBw7 A“1ooFcn "t PP9° AL
PPA- CavlB 97T NPT wL9° ROT7
ANI°C LTAA

P/ @90 anlB A-RLO DERIANT (154
1L 977, L0 AL LLANTI =
L. PovlE 90 RLEPT
& Y LN Ribx 8 oowld pogamg
ol (NP QUGS PP AL
N2.eCA-T %1  helhvkat heéT
LLEPT (W75 Aowf-Al LFAA:-

V) 487 NCE “L07rC- Mh1-07 L4 oo
T 08T U1 PANN LI AR 4la]

naeg 181 PoreRCH L9 oLeLT
ATRILLCN nn7.03 Lt ¢Jovy
ATV

A) NG “.0rC-  Oh1-or L4 oo
TS W TE R8T PU1LPLCH LY
RILUPLLCN NI eI Lt PJavy
AIUY ¢

A) “0PC:- Oeh1-0T L4 a1 Ok
ST POLLLCA @LI° RTIRILLLEN
00723 Prt ¢av’t R80T ¢ 0 LI°

SECTION TWO

Classification and Protection of Classified

Information

4, Classification of Information

1/ Any information shall be classified when
it deems necessary for the protection of
the national security and interest.
2/ In accordance with Sub Article (1) of

this  Awrticle, classification of
information may include; information
sources, methods or materials used to
information as deem

the

generate the

appropriate inaddition to

information.
3/ Any information once de-classified shall
not be re-classified.

5. Levels of Classification of Information
1/ In accordance with Article 4 of this

Regulation, the information subject to

classification may be classified in one of

the following four levels based on the

harm they cause to national security and

interests:

a) Top  Secret the  unauthorized

disclosure of which cause imminent

and irreversible or special serious

damage or reasonably believed to
cause exceptionally grave damage;

b) Secret : the unauthorized disclosure of
which cause imminent and significant
damage or reasonably believed to
cause damage;

c) Confidential: the  unauthorized

disclosure of which cause imminent

damage or reasonably believed to

cause damage; or
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d) Restricted: the unauthorized

disclosure of which cause harm to

government institutions or hinder
employees from performing their daily
duties or reasonably believed to cause
harm;

2/ In accordance with this Regulation, when
it is unclear to provide an appropriate
classification level for a given identified
information it shall be submitted to the
Service for a decision.

3/ In accordance with this Article the
classified information which does not
need a higher classification level may be
downgraded to the lower classification
level when it is necessary to keep it
under classified.

6. Information Classification Responsibility

1/ The classification of information shall be
done by the government body; whom the
information generated or obtained in the
course of performing its duty.

2/ Notwithstanding the provision of Sub-
Article (1) of this Article, the Service
may classify Top Secret Information.

3/ It is restricted to change or re-classify the
classification  level of  classified
information without the permission of
the head of the government body.

4/ The government body who classify
information may determine the time limit
for the de-classification of classified

information.
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performance of duty shall keep carefully
and immediately submit it to the person
in charge.
7. Conditions of

for Prohibition

Classification
Any government body shall not classify
informations to:
1/ conceal corrupt practices;
2/ avoid accountability and criticism;
3/ cover the problems of good governance;
4/ hide the mistakes made by the officials
and employees of the government body;
5/ unlawfully restrict or reduce competition;
or
6/ in any case that does not pose a threat to

national security.

8. Marking and Registering Classified

Information
1/ A unique mark to identify classified
information shall be developed by the

head of government body.

2/ In accordance with this Regulation,
classified information shall be kept in a
record prepared based on the levels of

classified information.

3/ The record prepared in accordance with
Sub-Article (2) of this Article, shall be
protected according to the classification
level of the classified information.

9. De-classification of Classified Information

1/ The head of a government body may de-

classify classified information.
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2/ Notwithstanding the provision of Sub-
Article (1) of this Article, the Service
may de-classify Top secret classified
information.

3/ Classified shall

classified as long as it is necessary;

information remain
where the conditions for classification
changed, the information shall be de-

classified or re-classified.

4/ Any information shall not be kept
classified for more than 30 years unless
the body

reasonable request for classification and

government submits a
is approved by the Service.

5/ When the head of the government body
finds that the classified information is
not in accordance with the provisions of
this Regulation, he shall de-classify the
information immediately after making an
appropriate assessment.

10. Revision of Classified Information

1/ The government body that has classified

the information may review the
classification at any time.

2/ Without prejudice to the generality of
Sub-Article (1) this  Article,

classified information shall be reviewed

of

every 10 years.

3/ Without limiting the generality of Sub
Acrticle (2) of this Article, in the case of
force majeure, in consultation with the
Service, the revision may be extended

for a period not exceeding two years.
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11. Protection of Classified Information
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@k DLl tam- R4S hyeea protection commensurate with the harm
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security clearance.
2/ The Service shall establish mandatory
physical security measures to provide
physical security protection for
classified information and supervise its
effectiveness.
3/ The Information Network Security
shall

mandatory cyber security measures to

Administration establish

protect classified information from

cyber-attacks and  supervise its

effectiveness.
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information shall:

1/ classify the information based on
classification and  protection
standard Directive to be issued by
the Service.

2/ provide protection commensurate
with the levels of classification
of information;

3/ establishes a work unit
accountable to the government
body that classifies information
for the protection of classified
information.

4/ ensure that any person who access
to classified information has the

appropriate security clearance;

5/ implement recommendations and

corrective measures from
relevant government institutions
for the protection of classified

information timely;

6/ ensure that relevant officials and
employees receive appropriate

information security training;

7/ immediately notify the Service if
he knows or suspects classified
information has been illegally

altered,

disclosed, damaged,

destroyed and transmitted; and

13. Duties and Responsibilities of
Government Bodies
A government body that classifies
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Classified Information
1/A

infrastructure,

secure technological

application or

system shall be developed for

the exchange of classified
information.

2/ The structure to implement and
manage technological

infrastructure,  application  or
system prepared according to
Sub-Article (1) of this Article
may be created in the relevant
government institution.

15. Exchange of Information with

Developed Technology Options

Any official of a government body,
employee or person who has access
to classified information shall have
duty to exchange information using
only technological options prepared
in accordance with Sub-Article (1)
of Article 14 of this Regulation.
16. Reporting and Returning Classified

Information
Any person who discovers, receives or has
access to classified information without
having a security certificate in accordance
with this Regulation, shall immediately
report and return to the government body
that has classified the information or to the

Service.
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SECTION THREE

Miscellaneous Provisions

17. Violation of the Provisions of this

Regulation
Any offense committed in contravention

of the provisions of this Regulation shall
be subject to the relevant provisions of the
Criminal Code.
18. Oversight
1/ The Service shall monitor and supervise
the implementation of classification and
protection of information carried out by
government bodies in accordance with
this Regulation.

2/ The Service shall assign a professional
with appropriate security clearance,
sufficient experience and knowledge to
carry out the provisions of Sub-Article
(1) of this article.

19. Duty to Cooperate
Any person shall have duty to cooperate
in the enforcement of this Regulation.

20. Inapplicable Laws

Any Regulation or custom contrary to this
Regulation shall not apply to the matters

covered by this Regulation.

21. Transitory Provisions

1/ Issues that are pending or not observed
before this Regulation is enforced shall
be governed in accordance with this
Regulation.

2/ Prior to this Regulation, applicable

Directives shall continue to be in effect
until they are replaced by Directives to

be enacted following this Regulation.
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22. Power to Issue Directives

The Service may issue Directives necessary

for the implementation of this Regulation.
23. Effective Date

This Regulation shall come in to force upon

publication in the Federal Negarit Gazette.

Done at Addis Ababa, On this 6" Day of
September, 2023.
ABIY AHIMED (DR.)
PRIME MINISTER OF THE FEDERAL
DEMOCRATIC REPUBLIC OF
ETHIOPIA



